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1. OBIIIASA XAPAKTEPUCTHUKA ITPOI'PAMMUBI

1.1. HOPMATHUBHAS BA3A ITPOT'PAMMBI
JlononHuTeNbHas MpoheccHoHa bHas porpaMMa ITOBBIIIEHAS KBaTU(QUKALUK
«[IpoTHBOZEHCTBAE  TPECTYIUIEHUSM,  COBEpINAEMBIM €  MCIIOJIL30BAHHEM
COBPEMEHHEBIX HH(MOPMAIHOHHO-KOMMYHHKAIHOHHEIX TEXHOJIOIHH» pa3paboTaHa B
COOTBETCTBHH CO CJIETYIOIIIMI HOPMaTUBHBIMU JOKYMEHTAMH:

@enepanbubiii 3akoH «O0 oOpasosanuu B Poccuiickor Peneparuu» OT

29.12.2012 r. Ne 273-@3;
- 06 yrBepxnenun Ilopsnka opraHEMsamuu M OCYIIECTBIICHHUS

00pa3oBaTeNbHON  JESTENBPHOCTH 10 IONONHHTENBHBIM NPO(eCCHOHANLHEIM
nporpaMmam: mpuka3z MUHHCTEpCTBa HayKU U BhICLIero oOpasoBaHus Poccuiickoi
®eneparuu ot 24 mapta 2025 r. N 266.

- [Toctanosnenue IlpaButenscTBa Poccutickoit @enepaiuu oT 11 okTA0ps
2023 Ne 1678 «0O06 yrBepknenuu IlpaBuil IpUMEHEHHS OpPraHH3AlHAMH,
OCYIIECTBISIONMMH 00pa30BaTeNbHYI0 IESTeNFHOCTh, AIEKTPOHHOIO OOyYeHHH,
JIMCTAaHIIMOHHEIX 00pa30BaTEIbHBIX TEXHOIOTHIH IIPH pealu3aliy 00pa3oBaTeIbHBIX
IIporpaMmy BCTYIHIIO B cuiry 1 ceHTA0ps 2024 r.;

- ITuceMo MunmcrepcTBa obpa3oBaHus M Hayku Poccuifckoni ®Denepanuu
«O HanpaBleHWH MeToAwdeckux pexkoMmeHpauui» ot 10.02.2015 r. Ne 05-308
(BMecTe ¢ MeToauyecKUMH pEKOMEHIAIMSIMH IO pa3paboTKe OCHOBHEIX
npodecCHOHaNbHBIX ~ 00pa3oBaTeNbHBIX  IIPOIrpPaMM M IOTOJTHHUTEIBHBIX
PO ECCHOHANBHEIX MIPOTPAMM C Y4ETOM COOTBETCTBYIOIIUX NPO(ECCHOHAIBHBIX
cTaHmapToB», yTB. 22.01.2015 r. Ne J1JI-1/05BH);

- MHCcTpyKIus 10 pa3paboTKe JOMOTHUTEIBHBIX 00pa30BaTeNbHbIX IPOIPaMM,
JIOIIOJIHUTENBHEIX  00mIe00pa3oBaTeslbHbIX I[IPOIpaMM M OCHOBHBIX IIPOrpamMM
npodecCHoHaTbHOro  00ydeHus, YTBEep)KIEHHAs IPUKa30M  HCIOIHSIOMIETO
o6s3arHOCTH pexropa oT 13.10.2021 Nel850-m;

- Ilpuka3 MuHHCTEepCTBa TpyJa MU CONHaNbHOM 3amuTel Poccuiickoi
Denepatmu ot 29 centsbps 2014 r. N 6675 "O peectpe mpodecCHOHATBHBIX
cTaHapToB (MepedHe BHUAOB MPOGheCcCHOHANBHON AEATENPHOCTH)" ¢ H3MEHEHUAMH,
BHECEHHBEIMH IIPHKa30M MHHHCTEpCTBA TPYyAa U COLMAIBHON 3alUThl PoccuicKoi
@enepaimu oT 9 mapra 2017 r. N 254m;

OG6pa3oBaTeJibHbIH CTAHAAPT:

eroc BO no CHenHaabHOCTH 10.05.01 «KomnbroTepHnas
0e3onacHoOCThY (CIIEIUAUTET), YTBEPKAeHHbIH IIprkazom MuHKUCTEPCTBA HAYKH H
BBICIIETO 0Gpasosanms Poccuiickoii denepanun ot 26.11.2020 Ne 1459;



@rocC BO no HamnpaBJIEHHIO NOArOTOBKH 40.03.01
«HOpucnpynenuus» (Oakanagpuar), yTBepXIeHHEIH IIlpmkazom MuHHCTEpCTBa
HayK# U Belcuiero odpaszosanus Poccuiickoit @eneparyu ot 13.08.2020 r. Ne 1011,
®I'OC BO no nanpasjenuio noarorosxku 40.05.01 «IIpaBosoe obGecrneuenue
HALHOHAJILHOH  Oe3onacHOCTH» (ClIELMANIUTET), yTBepKJIeHHbIA [Ipukazom
MunucTepcTBa HayKd H BbIcoiero oOpazoBanus Poccuiickoit ®Denepauuu oT
12.08.2020 Ne 970 (B xauecTBe PEKOMEHJATENIBHOTO IOKYMEHTa IS CMEMHBIX
CIIeMATFHOCTEH NPaBOOXPAHUTEIBHOM IeATENEHOCTH);

IIpodeccuonanbHbIA CTAHAAPT:

IIpodeccnonanbubii  crangapr 06.032 «Coemmanumer mno 6e30macHOCTH
KOMIOBLIOTEPHBIX CHCTEM H ceTei», yTBepkneHHbd Ilpukxazom MmuHucrepcTBa
Tpyla ¥ coluanbHON 3ammThl Poccuiickold @enepanmuum ot 10.02.2022 Ne 52
(aKTyasjbHas pelaKius);

IIpodeccnonansuniii crangapt 40.001 «Cnenuaauct B 061actu obecniedeHus
Oe3onmacHOCTH» (Il MOIDKHOCTEH B IIPaBOOXPAHHUTENBHBIX OpraHax M ciyxbax
Oe3omacHocTH), yTBepkneHHbld [Ipukazom Muntpyna Poccuu ot 11.04.2014 Ne
223H (c I3MEHEHUIMH );

Kpamudukannonnsle TpefOBaHHA K JOJKHOCTAM B OPraHax BHYTPeHHHX el
Poccuiickoii ®enepanum, yCTAaHOBIEHHbIE HOPMATHBHBIMHM IIPABOBBIMH aKTaMH
MB/I Poccumu.

YpoBenb kBanupukanum: 6-7

1.2. OEJIb PEAJIM3AIIUU ITPOI'PAMMABI

HononuurensHas npodeccuoHaTbHAs nmporpamma MTOBBIIIIECHUSA
KBaTUGHUKAIIMK  HampaBieHa Ha GOpMHpPOBaHHE, COBepPIIEeHCTBOBAHHE H
aAKTyau3anu npodeccHOHANBHBIX KOMNETEHNHH, HEOOXOTUMBIX IS
2 PeKTUBHOrO BhISIBJIEHHUS, NMpeAyNpe:KIeHHs], PACKPBLITHS H pacciel0BaAHHSA
npecTyiJieHuH, coBepIIaeMBbIX c HCMOJIb30BAHHEM COBpEeMEHHBIX
HHGPOPMANHOHHO-KOMMYHHKAaIHOHHBIX Texnoaoruii (MKT).

Konkperuzanus HeJiu (nost KOro H 3a4eM):
[Iporpamma ofecreyuBaeT MOBBIIICHUE MPO(PECCHOHAIBHOIO YPOBHS B paMKax
HMemlelicd KBATHPHKAIHH CIEAYIOIUX KaTerOPUH CiIyllaTele:

CoTpyAHMKH NPaBOOXPAHHATEIBHBIX OPTaHOB, B TOM YHCIIE:

CiteACTBEHHBIX B SKCIIEPTHO-KPUMHUHAITUCTAYECKUX ITOPa3aeIIeHUMN.
[Tonpaznenennii 1o3HaHUS.

OnepaTHUBHBIX  NOApa3Ae/IeHUN (cmeunaaIbHO-TEXHUYECKUX MEPOIIPUSITUH,
YTOJIOBHOTO PO3BICKA, TI0 KOHTPOJIIO 38 000POTOM HapKOTHKOB, IPOTHBOAECHCTBUA
AKCTPEMH3MY, SKOHOMHIECKOU 0€30IMacHOCTH U MPOTHUBOAEHCTBUS KOPPYIILIUH).



Corpyanuxku TepputopuanbHbix opranos MB/I Poccun.

1.3. TPEBOBAHUS K YPOBHIO ITIOAT'OTOBKH
IMMOCTYITAIOIIIEI'O HA OBYYEHUE

K ocBoeHHIO IOMONHUTENBHON IPO(EeCCHOHATBHOM MIPOrpaMMEl TTOBBIIICHUS
KBaTM(DUKAIIMKA [OIyCKAIOTCS JIWIA, HMEIOIIHe WIM TONyJarolie CpeHee
nmpodeccHOHalIbHOE U (MIIK) BhICIIee 0Opa3oBaHue.
Karteropus _caymartejaedli — COTpYAHHKH CIEICTBEHHBIX K  OKCIEPTHO-
KPUMHUHAIIUCTUYECKHX TIOJpa3/Ie/IeHUH, IOApa3fAeeH!ul JO3HaHUs, CIELHaIbHO-
TEXHHYECKUX MEPONPHUATHH, YTOJIOBHOIO PO3BICKA, IO KOHTPOII 3a 000pOTOM
HApPKOTUKOB, IIPOTUBOAEUCTBUS SKCTPEMU3MY, 3KOHOMHUYECKOM Oe30macHOCTH U
IIPOTUBOAEHUCTBYS KOPPYIILIMH TEPPUTOPHANIBHEIX opranos MB/l Poccuu, (nanee -
COTPYAHMKH T€PPUTOPHAIBHEIX nmoapasfeneHuii MBJl Poccun) ocyIecTBISIOIIMX
(GYHKIIHMU TT0 MPOTHBOAEUCTBUIO MPECTYIUIEHUSIM COBEPIIAEMBIM C HCIIOIB30BAHUEM
COBpPEMEHHBIX HHHOPMAITMOHHO-KOMMYHUKAITHOHHEIX TexHonorwi (nanee - UK T)

1.4. TPYIOEMKOCTbH OBYUYEHU A
HopmaTtwBHas TpymoeMKOCTh OOy4YeHHS IO JaHHOW Tmporpamme 42

aKaICMHUYICCKHX Yaca, BKJII0OYas BCC BHIOBI yT{e6H0fI paGOTBI CIIyIIaTeJsl.

®opma

o0yueHHs

1.5. ®POPMA OBYYEHMUS

== 3a049Hasd

Oﬁp&BOB&TeHBHBIX TEXHOJIOTHH.

BKJIFOUAsl BC€ BUJIBI yueOHOM paboThI cirymarers.

IIPUMEHCHHEM

1.6. PEXKUM 3AHATHHI
Y4ueOHas Harpy3ka ycTaHaBIUBaeTcs He Oolee 8 akaJeMHIeCKUX 9acoB B IEHb,

JUCTAaHITMOHHBIX

1.7. HJIAHUPYEMBIE PE3YJIbTATHI OBYUHEHMUS

Hpodeccuona

Ne IPEDIS 3uanus (3) Ymenus (Y) Baanenns (
KOMIIeTeHUHH Hagrixu (B)
(IIK)
IIK- 3.1: [IpaBoBbIe Y.1: Kpanudu B.1: HaBpixam
1: CrocobnocT OCHOBEI, LIUPOBAaThH U  IPaBOBOIO
b TPUMEHITh | KIACCUDUKAIIMIO H | COCTaBBI aHanu3a
3HAaHUA B | ocoOeHHOCTH IIPECTYIICHUH CHUTYyalluH,

1 obnactu KBaJIM(UKALHH , CBSI3aHHBIX C
MaTepUaIbLHOT NPECTYIUIEHUH B | COBEPIIAEMBIX KubeprpecTyI
) u | chepe c HOCTBIO.
TIIpOIleCCyallbH KOMIIBIOTEPHOM HCIIONE30BAHHU B.2: HaBrikam
oro mpaBa, B | HHpOpMaUUK U | eM HUKT. | u npuMmeHeHUs
TOM 4YHCIIE B | BBICOKHX Y.2: [lpumeHs | mpoueccyasbH




IIpodeccuona
JBHBIE

Baagenusn /

METOIHKH

METOABI  JUIS

Be KOMIIETeHIIHU ] e (y) Haswiku (B)
(IIK)
cepe TEXHONOTUH (CT.CT. | Tb HOPMBI | BIX
KBaTH(UKAITAA 272-274, 146, | yromoBHOrO U | HOKYMEHTOB
[IPECTYIINICHHH, 159.6, 228.1, 282 | yrojoBHO- pu
COBepILIaeMBIX YK P® wu gp.). [IpoLecCyalbH paccieoBaHu
G 3.2: TpeboBanus Oro mpaBa IIpH | H
UCIIOIb30BaHU dbeneparsHOTO IUIAHUPOBAHU MIPECTYIUICHUN
eMm UKT. 3aKOHOIATEILCTBA U 151 B cthepe UKT.

U BEJOMCTBEHHBIX | TMPOBENEHUHU

HOPMATHBHBIX IpoLecCyallbH

aKTOB, BIX JICHUCTBHH.

PEeryIHPYIOMIHNX Y.3: Obecnieu

CIyXeOHYIO HUBaTh

JIesITEJIbHOCTD " cobmonenne

UHOOPMAITHOHHYIO TIPaBOBBIX

6ezomacHocTs (D@3 | HOpM IIpH

«O6 paborte c

uHpopManum», «O | THPPOBEIMH

IIePCOHATBHBIX JI0Ka3aTeNbCT

IIaHHBIXY, «O BaMH U

CBSI3H, «O6 | uubopmarueit

OIIepaTUBHO- OTpaHHYEHHOT

PO3BICKHOM 0 JIOCTYyIIA.

TeSITEIIEHOCTH ).
ITK- 3.3: MexaHU3MBI Y .4: Opranus B.3: [IpakTuye
2: CnocobHoct | crnenoobpa3oBaHus OBBIBATh U | CKUMH
b  BBIBIATH, | B UU(POBOH cpelne | MPOBOIAUTH HaBBIKAMH
(HUKCUPOBATE, (BUpPTYyaJIbHEIE OoCMOTp MecTa | paboThl C
U3BIMATh u | criensl), IIPOUCIIECTBU 6a30BEIM
NIpeABapUTEIb KITacCU(PUKALIHIO g C yJacTHEM | KOMIUIEKCOM
HO CIIEJIOB OpU | CHenUaTucTa TEXHUKO-

2 WCCIEN0BaTh BO3JAEUCTBMH  HA | B obnactu KPUMHHAIUCTH
BELLIECTBEHHBIE uHGOpMaIMOHHEIE UKT. YECKUX
IOKa3aTebCTB CHUCTEMBI. Y.5:1lpumenss | cpenctB s
a u nudposele | 3.4: CriocoOkl, Thb TEXHUKO- | UIBATHUA
creasl Ha | TEXHHUKO- KPUMHHAIIUCT HU(DPOBBIX
MecTe KPIMHUHAITNCTHYIEC WYECKHe OKa3aTeJIbCTB.
TIPOUCIIECTRHS KHMe cpeacrsa U | cpeactea U | B.4: HaBbixam

B COCTaBJICHHA




IIpodeccuona
JIbHBIE

Baagenns /

Ne 3uanus (3 Vmenns (Y)

KOMIIETEeHIHH : 3 ' Haswixu (B)
O0HapYKESHHUS, oOHapy)XeHHs, | IPOTOKOJIOB
bukcanuu, u3bATUS | (QUKCAIIMM W | CIeACTBEHHBIX
MaTepHUaTIbHBIX U3BATHS JlecTBUM v
HOCHUTeIeH IA(PPOBEIX OTpaKEHUEM
uH(GOpPMAaLIHK U | HOCUTENeH crerupuKu
HUGPOBBIX CIENOB. | WHGHOPMAIIHH. paboTEI C
3.5: Ocobennoctu ¥.6: Obecnieu HAGPOBEIMHE
0CMOTpa MecTa | HBaTh o0BbeKTaMHu.
TIPOUCIIIECTBHS, COXPaHHOCTb
Oo0OBICKA W BBIEMKH | H
pu MIPOIecCyaTbH
pacciieIoBaHuH VIO  YHCTOTY
KOMITBIOTEPHBIX HU3BATHIX
IIPECTYIIICHUN DIIEKTPOHHBIX
(paboTarorero/uep JI0Ka3aTeNIbCT
aboTaroIIero B (mpaBuna
ofopynoBaHus, oreyaThIBaHU
ceTeBOH A, YIaKOBKH,
HHOPACTPYKTYPHI). TPaHCIIOPTHPO

BKH,

XpaHEHHUS).
3.6: OcHOBEI Y.7: Onpenen B.5: Hasbikam
cynebHon ATh U aHam3a

K KOMITBIOTEPHO- HeoOXoaUMOoC 3aKITFOUEHUH
TEeXHUYECKOM Th MU BHU CyneOHBIX

3: CrocobHocT M e
9KCIIEPTHU3bI: Wenu, | cynebHOH 9KCIIEPTOB  TIO

b TIPUMEHSTH
3aJaul, OOBEKTHI, | SKCIEPTH3Bl B | KOMIIBIOTEPHEI

METOIUKH
npenessl 3aBHUCUMOCTH M

cynebHo-

KOMIIETeHIUH oT JKCIIEPTH3aM.
9KCIIEPTHOTO
3 JKCIIepTa. o0cTosSTENBCT B.6: HaBeikam
HCCIIeIOBaHUS
N 3.7: Bumsl B Jlena. "

(G POBO .
OKCIIePTHU3, V¥.8: 'pamoTH B3aUMOJIEHCTB

nHbOpMAITHH U
CBSI3aHHBIX c | o Wst C

bopmyupoBat
HCCIIEIOBAaHUEM dopMyIupOBa 9KCIIEPTHO-

b 3aJaHus A

TR KOMIIBIOTEPHBIX Tb  BOIPOCH | KPUMUHAIHUCTH

PTOB. CPe[iCTB, CUCTEM W | IJIS DOKCIEpTa | UYEeCKHMH
cerei B IopasieieHu
(KOMITBIOTEPHO- MIOCTAHOBJIEHH | SIMH US|




IIpodeccuona
JIbHBIE

Baagenus /

ot KOMIETEeHIHU SR ) YMCHALY) Hasbiku (B)

(IIK) ,
TEXHUYECKas, U 0 | THOIy4eHHs
ceTeBoit  Tpadwk, | Ha3HAUEHWUH KOHCYJIbTAllii
IPOTPaMMHOE cyneOHoOM ¥ Ha3HAUYCHUS]
o0ecriedeHue, 9KCIIEPTH3EL 3KCIIePTH3.
JIaHHBIE Y.9: Ananuzu
MOOHIIBHBIX pOBaTh U
YCTPOMCTB). OILICHHBATH
3.8: OcobennoctH 3aKITI0YeHre
COCTaBIICHUS JKCIIepTa  C
3aKITIOUCHUS TOYKH 3PEHHUS
9KCIIepTa U | ero IOJHOTEHI,
MIOCTAHOBKHU 000CHOBaHHOC
BOIIPOCOB IpA | TH ¥ 3HAYSHHS
Ha3zHaYCHUH IS Jena.
KOMITBIOTEPHBIX
9KCIIEPTHU3.
3.9: IlpaBoBEIe Y.10: ITnanup B.7: HaBeikam
OCHOBBI, BUJIIBI, | OBaTh u | u Oe3omacHoro
TaKTUKY U | IOKyMEHTalb U JIETUTUMHOTO
0COOEHHOCTH HO OOpPMIIATH | TIOMCKa
IIK- npoBenenuss OPM | mpoBemeHue vH(DOpMAaLUH B
4: CriocoOHOCT B ceTH «Mutepuer» | OPM B ceTH | OTKPBITHIX
b TSt BeIsIBIICHUST | «VHTepHET» B | HCTOYHHKAX
OpraHU30BBIBA TIPEeCTYIUIEHUH paMKax ceTH
Th U IPOBOJIUTE | (9KCTpEeMH3M, IpeJI0CTaBIIeH «HaTeprer»
OIlepaTHBHO- HapKoobopoT, HBIX (OSINT-

4 | PO3BICKHBIE MOIIIEHHUYECTBO W | TIOJHOMOYMH. 0a3oBEIe).
MEepOIPHUATHUA ap.). ¥.11: Wcnons B.8: HaBrikam
(OPM) B | 3.10: OcHOBHI 30BaTh W TIpUMEHEHHS]
HH(POpPMAIMOH MOJTyHeHUS u | ©OazoBble CIIEITAATTU3HPO
HO- bukcanuu METO/TBI W | BaHHOTO
TEIEKOMMYHHUK | OIEPAaTUBHO- cpencTna IPOrPaMMHOTO
AITMOHHOM CeTH | 3HAYMMOU noucka, cbopa | obecreueHus
«uTepueTr». AHGOpPMAIIMH W3 | M IepBUYHOro | mns (ukcanun

OTKPBITBIX U | aHaIM3a WHTEPHET-
OTpaHUYEHHBIX vHbOpPMALTHH CTpaHUIL U
HHTEepHeT- B CeTH | WHU(POBHIX
HCTOYHUKOB. «AaTepueT. apTedaKTOB.




IIpodeccuona
JIbHBIE

Baagenusi /

Ne 3nanus (3 Ymenns (Y)
KOMIIETEeHLHH &) Hasrwixu (B)
(IIK)
3.11: CoBpeMeHHEI Y.12: Obecne
e YUBAThH
WHCTPYMEHTAJIbHEI cobroeHue
€ cpeacTtea M | 3aKOHHOCTH
TIPOrpaMMHO- npu
amnmapaTHBIe IpPOBEAECHUHU
KOMIIIEKCEI, OPM B
UCIIONIb3yeMble s | LudpoBoi
OPM B | cpezne.
KuOepIpoCTPaHCTB
€.
3.12: OcHOBHEIE Y.13:[lpumen | B.9: HaBrixkam
YTPO3BI . SATh Ha | ¥  HacTpOUKH
HUH(}OPMaLMOHHOKN MPaKkTHKE 6a30BBIX
Oe3zormacHOCTH, OCHOBHBIE nmapamMeTpoB
KaHaIIbI YTEUYKH | METOJBI 1 | 0e3onacHOCTH
nHpOpMaIIUH, cpeJcTBa [IePCOHAIBHBIX
crocodbl 3aIUTHI U CIyXeOHBIX]
K HECaHKIIMOHUPOBA THGHOOpMAITUH KOMIIBIOTEPHBI
HHOTO OCTYyTIA. kpunrorpadu | X CHUCTEM|
5: CrocoOHOCT & (kp rpad
3.13: IIpuHIUIIBL s, 3Il, | (awTuUBHpYC,
b IIPUMEHSTH - =
I KpunTorpaguuecko | HaCTPOHKH MeKCeTeBOH
%} 3alIUTEI, | 0€30IaCHOCTH 9KpaH).
MPHHIMIIEL U
— ayTeHTH(UKAIIUH, ). B.10: HaBrika
5 HCITOJIb30BaHMs ¥.14: Obecne MH 6e30macHO
3aIUThI .
AIEKTPOHHON 4HBATh paboTsl C
HHQOpMALHH H 5
TIOJITTHCH 1 | 0e30macHOCTh SIEKTPOHHOU
xubepbesonac ., A
HoCTH 5 | OAEKTPOHHBIX ciryKeOHOU TIOYTOH,
- KITFOueH. HHOOPMAITHOH | CBEMHBIMHA
CITy)keOHOM o
3.14: OcHOBEI HOH cpenbl HOCHUTEIIMH U
JIeATENIbHOCTH.
TIOCTPOSHUS Tpu B MyOJIUYHBIX
TIOJIUTUKHA UCITONB30BaHU CETSIX.
UHQOPMALIMOHHOK u wuHTepHeT- | B.11: HaBblka
Oe3omacHOCTH, CEpBUCOB U | MH
METOIBl  3allUTHl | YIOaJIeHHBIX COOJIOIeHUS
npu paboTe B CETH | ITOIKIIOUEHUN pexumMa
«HTEpHETY, e | . WH(DOPMAITHOH
MOOHJIEHBIMH ¥Y.15: Brisiens HOM




ITpodeccuona
JIbHBIE

Baaneaus /

Ne 3uanus (3 Ymenns (Y)
KOMIIETEHIIHH 3) Hagpiku (B)
yCTpoWCcTBAMH H | Th  THUIIOBBIE | 0OE30I1IACHOCTH
Opy  yJAJICHHOM | IPU3HAKHU B
JIOCTyTIe KOMIIpOMeETaIl MTOBCEIHEBHOMN
(MexceTeBoe UHu CITy X eOHOH
SKpPaHHPOBaHUE). UHDOPMAITMOH | [eSTeJLHOCTH.
3.15: TpeboBanus HBIX CHUCTEM U
o 3alUTe | pearupoBath
rOCyapCTBEHHOM M | Ha HUX.
CITy)keOHOU TalHBI,
obecIeyeHunIo
pexxuma
CEeKPETHOCTH IIpH
pabore ¢ U pPOBOH
uHOpMaLHEH.
3.16: Kpumunanuc ¥.16: IIposoj B.12: Hasslka
K TUYECKYIO U | UTh  aHaU3 | MU CHCTEMHOIO
KPUMHHOJIOTUYECK accleyemMor aHaIM3a
6: CriocobHocT P P o .
yIO 0 MpecTyIUIeHHH
b
XapaKTEePUCTUKY KubepripecTyn B cthepe UKT.
aHaJIM3UPOBATh i
IIpEeCTYIJICHHH B | JIEHHA mis | B.13: Haseika
OTIEpaTHBHYIO
" chepe WUKT, | BhIABICHUS MU IIOITOTOBKY]
YpOBEHB u | cmocoba, uH(MDOpPMAaIIOH
CJIEICTBEHHYIO
CHTYAITHIO CTPYKTYDPY CpeICTB HO-
BBISI}];HHTB ’ KHOepIpecTyITHOCT COBEpIICHUA U | aHAJUTUYECKHU
¥, €€ JIATEHTHOCTh. | KPUMHWHAIBHBI X MaTepuasoB
IPUYKHBI U o
3.17: OcHOBEI X CBsI3eH. 51
6 YCIIOBHA, "
BHKTUMoOIormdecko | ¥.17:Ha TIpeI0OKEeHU M
CIIOCOOCTBYIO o
e H npodUIIAKTHKH, | OCHOBE 1o
H bopMbl B MeTOnbl | 0000IIeHHS COBEPILEHCTBO
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KubeprpecTyn . .
P 4 | B AEATENBHOCTH | CIE[CTBEHHOH MpeayTpeauTe
. OpraHoB IPaKTUKH JIEHOHU
pa3pabaThIBaTh
BHYTPEHHHX JIeJ1 B | BBIABIATH e TeTEHOCTH.
TIPEITIOKEeHUS
6 - kubepcdepe, CHCTEMHEIE B.14: HaBnixa
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IPaMOTHOCTH
TpaXkiaH.




2. COAEPKAHHUE ITPOI'PAMMBI
2.1. YYEBHBIN IUIAH
10 JOIIOJIHUTEJIbHOH NpodeccCHOHAJIBLHOH NporpaMmme
NOBbIMIEHUS] KBAJIH(PUKALHH
«IIpoTuBojeiicTBHE NPecTyNVIEHHSM, COBEPLIAeMbIM € HCIOJb30BAHHEM
COBpPEeMEHHBIX HH(POPMANHOHHO-KOMMYHHKAUHOHHBIX TEXHOJIOT W
ITporpamMma cOOTBETCTBYET KBATH(MHKANHOHHBIM TPeOOBAHUAM:

« @OI'OC BO no CrenuaJIbLHOCTH 10.05.01 «KomnbsoTepHas
0e30macHOCTELY (CIELMATUTET), YTBEPKAeHHbIH [Ipnkazom MUHKUCTEPCTBA HAYKH 1
BEICIIIEro obpazoBanus Poccutickoit @eneparmu ot 26.11.2020 Ne 1459;

« ®IOC BO mo HAMpPaBJIEHHIO NOATOTOBKH 40.03.01
«IOpucnpynenuns» (bakanaspuat), yrBepxaeHH®IH [Iprkazom MuHKCTEpCTBA
HAayKH U BeIcluero odpasosanus Poccuiickoit ®eneparuu ot 13.08.2020 r. Ne 1011;

« ®I'OC BO no nanpasjiennio noaroroBku 40.05.01 «IIpaBoBoe oGecnedenue
HALHOHAJbHOH  Oe3omacHocTH» (ClIELIMAINTET), YTBepXKIeHHBIH [Ipukazom
MunucTepcTBa HayKW M BBICIIET0 oOpazoBaHus Poccuiickoii Denepaiiuv OT
12.08.2020 Ne 970 (B xauecTBe PEeKOMEHIATEJIBHOTO OKYMEHTa JJIsg CMEXHBIX
CIEIMaTbHOCTEH TPaBOOXPAHUTENEHON NeSTeTEHOCTH);

o IIpodeccuonannvubiii crangapr 06.032 «Cnennanauer mno 6e30mMacHOCTH
KOMNLIOTEPHBIX CHCTEM H ceTei», yTBepkIeHHbIH [Ipukazom MwuHHCTEpCTBA
TpyZIa U couumanbHOM 3ammThl Poccuiickoii @enepamuu ot 10.02.2022 Ne 52H
(axTyanbHas pelakius);

o IIpogeccuonansupiii cranaapt 40.001 «Cnenuaauct B o6aacTu obecneyeHus
OezomacHOoCTH» (711 TODKHOCTEH B IIPaBOOXPAHUTENBHBIX OpraHax M CIyk0ax
6esonacHocTH), yrBepaxaeHHbl IIpukazom Muntpyna Poccunu ot 11.04.2014 Ne
223H (¢ U3MECHEHHIMH);

« Kpanudukanuonnsie Tpeb0BaHHA K J0UKHOCTSIM B OpPraHax BHYTPEHHHX e
Poccuiickoii ®enepanun, yCTAaHOBJICHHBIC HOPMAaTHUBHBIMU IIPABOBBIMH aKTaMH
MB/I Poccun.

Dopma o0y4eHHs — 3a04YHAs ¢ IPUMEHEHHEM JUCTAHIMOHHEIX 00pa30BaTeIbHBIX
TEXHOJIOTUN
Cpok oOyvenusi — 42 akaJeMHUYECKHX Haca, BKIIIOYas BCe BUIbI yueOHOU paboTh

CiIymaTteia
Pe:xuM 3aHATHH — 10 8 AdKaJCMHYCCKHX 4aCOB B ICHDL
Kareropusi _caymiarened — COTPYAHHKH  CICACTBCHHBIX H  3KCIICPTHO-

KPUMHHAIUCTUYECKUX MOAPA3ACICHUN, MOApa3fesieH’il OO3HAHUS, CIelUabHO-
TEXHUYECKUX MEPOIPHUATHH, YrOJIOBHOIO PO3BICKA, IO KOHTPOIO 3a 000pOTOM
HapKOTHKOB, IPOTHBOJEHCTBHS 3KCTPEMHU3MY, SKOHOMHYECKOH O€30ITacHOCTH H
IPOTUBOJAEHCTBUSA KOPPYILKUK TeppUTOpUalbHbIX opraHoB MBJI Poccun, (manee -
COTPYIHHMKH TepPHUTOPHAIBHEIX Ioapaszaenenuit MBJ[ Poccun) ocymmecTBIsIFOITUX
(GYHKIIMH 110 TPOTHBOAEHCTBHIO PECTYIUICHUSM COBEPIIAEMBIM C HCIIOJIB30BAaHHEM
COBpPEeMEeHHBIX HH(OPMaIMOHHO-KOMMYHHUKAITMOHHBIX TexHoorui (nanee - MKT)

|N9 |Hanmeﬂonanne pa3aeiios, |K0.]1-BO 4acos (3.e.) |
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ITonsTue IOPUIUYECKOH
OTBETCTBEHHOCTH 3a
[IpaBOHaApyIIeHUs! B 00JIacTH
KOMIIBIOTEPHOM
6e3omacHOCTH

KpumMmunanuctrdeckas 51
KPHUMHHOJIOTHYECcKast
XapakTepUCTHKa
KOMITBIOTEPHBIX
IIPECTYIIECHUN

10

IIposegenne OPM  mpm
oOHapyKeHUH
KOMIIBIOTEPHEIX HHITHIEHTOB

XapaKTepucTuKa
HHCTPYMEHTAIIBHBIX
MOMyJIeH, HeOOXOUMBIX IS
OOHapYKEeHHS CJIe/IOB
KOMIIBIOTEPHBIX
[IPECTYILICHUN

CynebHo-3KCIIEpTHOE
HCClIeI0BaHMe
KOMIIBIOTEPHEIX CPEJICTB H
CHCTEM

IIpenoTBpalieHue
KOMITBIOTEPHBIX
NPECTYIUIEHUA B cdepe
BBICOKHX TEXHOJIOTHH

14

HTorosas arrecrauus

3avyer

Hroro
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2.2. YYEBHO-TEMATHYECKH ILIAH
110 JIOIOJIHUATEIbHON NPo(ecCUOHATBHOM TporpamMMe MOBBILIEHNS KBATH(hHKAIIUHI
«IIpoTHBOAelicTBHE PECTYNJICHUSIM, COBEPIIAEMBIM C HCIOJIb30BAHHEM
COBpeMeHHbIX HHPOPMALHOHHO-KOMMYHHKAUHOHHBIX TEXHOJIOTHii»

drocC BO 1no CIenHaJbHOCTH 10.05.01 «KomnbrorepHasi
Oe3omacHOCTh) (CHELHUATHUTET), yTBepKAeHHbIH [IpukazoM MUHHCTEPCTBA HAYKH U
BEICIIero obpazoBanus Poccutickoit @eneparwu ot 26.11.2020 Ne 1459;

dI'oC BO no HaNpaBJIEeHHIO NMOAroTOBKH 40.03.01
«¥Opucnpyaennns» (6akanaBpuar), yTBepxaeHHbIH [Ipukazom MunucTepcTBa
HayKu ¥ Belciero obpazosanus Poccuiickoit @eneparuu oT 13.08.2020 r. No 1011;
PI'OC BO no nanpasaenuro mnoaroroBku 40.05.01 «IlpaBoBoe oGecnedeHune
HANHOHAJLHOH  0e30macHOCTH» (CHIELUANUTET), YTBepKIOeHHBIH I[Ipukazom
MuHucTEpCTBa HayKM M BBICIIEro oOpasoBaHus Poccuiickoit ®enmepanuu oT
12.08.2020 Ne 970 (B kadecTBe pPeKOMEHJATENBHOIO MIOKYMEHTA IS CMEXKHBIX
CIIELMAIBHOCTEH IPaBOOXPAHUTEIBHON NEATEILHOCTH);

IIpodeccuonanpupiii  crangapt 06.032 «Cneumaguer mno 6e30naCHOCTH
KOMINBIOTEPHBIX CHCTEM H ceTel», yTrBepxaeHHbIH [Ipukazom MuHHCTEpPCTBA
TpyZJa M COLHaNbHOM 3almuThl Poccuiickod @epepanuu ot 10.02.2022 Ne 52m
(axTyanapHas peIaxilus);

IIpodeccnonanbnplii cranaapt 40.001 «Cnenunasuer B o6jacTH obecnedeHHs:
OesomacHOCTH» (UI1 JODKHOCTEH B IPAaBOOXPAHMTENBHBIX OpraHax H Ciayx0ax
OezomacHocTH), yTBepKAeHHBIN [Iprkasom Muntpyma Poccun ot 11.04.2014 Ne
223H (c UI3MEHEHUAMH );

KBanndukaunonssie TpeGOBaHUSA K JOKHOCTSM B OpPraHax BHYTPEHHHX el
Poccuiickoii ®efepanuu, yCTaHOBIEHHBIE HOPMATHBHBIMU MPABOBBIMH aKTaMU
MB/JI Poccun.

®opma 00y4yeHHS — 3a049Has C IpUMEHEeHHeM AWCTAaHIIMOHHBIX 00pa30BaTelbHBIX
TEXHOJIOTHH

Cpok oOyuenust — 42 axaJeMHYECKHX 4Yaca, BKIIFOYas Bce BHUIBI y4eOHOU paboTEHI

CITylLIaTens
Pexxum 3aHATHIH — 0 8 akafeMHUYeCKUX YacoB B ICHb
Karteropusi _caymareneii — COTpPYAHUKM CIEICTBEHHBIX M  OSKCHEPTHO-

KPUMMHAIIACTHYECKUX IIOAPA3ACIICHUM, MOapa3feieHnii MO3HAHUS, CIIeHaIbHO-
TEXHWYECKHX MEPOIPHUATHH, YTOIOBHOI'O PO3BICKA, IO KOHTPONIO 3a 000pOoTOM
HapKOTHKOB, IIPOTUBOICHCTBUA 3KCTPEMHU3MY, SKOHOMHYECKOH O€30IacHOCTH H
IIPOTUBOAECHCTBHA KOPPYIIUH TeppHTOpHaANbHEIX opraHoB MB/l Poccun, (manee -
COTPYIHUKH TepPUTOPHANBHBIX nofpasaeneHuit MBJl Poccun) ocylecTBISIOMMX
(QYHKITNH 110 TPOTHBONEHCTBHIO NPECTYIUICHUSIM COBEPIIAEMBIM C UCIIOJIE30BaHHEM
COBPEMEHHBIX HH()OPMAIIMOHHO-KOMMYHUKAIIMOHHEIX TexHoorui (nanee - KT)
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IlonsiTHe OpUIHYECKOH
OTBETCTBEHHOCTH 32
IIPaBOHAPYIIEHHS B
00/1aCTH KOMIIbIOTEPHO#
0e301acCHOCTH

1.1

MexayHapoIaHEIE U
3apyOeKHbIe YTOIIOBHO-
TIPABOBBIE KTACCU(UKALIIN
IpecTyIUIeHuH B cdepe
BBICOKHX T€XHOJIOTHH.

CraHOBIEHHE OTEYECTBEHHOTO

YTOJIOBHO-TIPABOBOTO U
YTOJIOBHO-TIPOLIECCYTBHOTO
pETyIHpOBaHHS B cepe
BEICOKHX TEXHOIIOTHH U

KOMITBIOTEPHOH MH(OPMALIUH.

CoBpeMeHHOE COCTOSHHIE
MIPECTYITHOCTHU B chepe
KOMIIBIOTEPHOM HHDOPMAIHU

Kpumunanucruieckas H
KPHMHHOJIOIHYeCKAasl
XapaKTePHCTHKA
KOMIIBIOTEPHBIX
NpecTYNJICHHH

10

2.1

Kpumunanucruueckas
KnaccuuKaIus
NpecTYIUIEHUH B cdepe
BBICOKHX TEXHOJIOTHH.
IlonsaTue
KPUMUHAIUCTHYECKON
XapaKTEePUCTUKH
IIpecTyIuieHui B chepe
BBICOKHX TEXHOJIOTHY U eé
ocoOeHHOCTH

2.2

CriocoOblI COBEPILICHHS
IpecTYIUIeHUH B cdepe
BBICOKHUX TEXHOJIOTUH.

IIposeanenne OPM npu
O0HapyKeHHH
KOMIIBIOTEPHBIX

HHIHACHTOB




3.1

Bupaet 1 ocobeHHOCTH
TIPOBEIEHHUS CIEeICTBEHHBIX
OCMOTPOB TIPH pacciieT0BaHUH
npecTyIUIeHUH B chepe
BBICOKMX TEXHOJIOTHI.
OcobenHocTy NpoBeieHus
JIOTIpOCa ¥ TIPOBEPKH
MoKa3aHui Ha MecTe.
Oco6eHHOCTH CleICTBEHHOTO
AKCIIEPUMEHTA TIPH
paccie10BaHUU
IpecTyIuieHnH B chepe
BBICOKUX TEXHOIOTHH.
CrieriuanpHBIe CPeCTBa
KPUMHHAIUCTUYECKOH
TEeXHHUKH, UCIIONb3yeMBble IIPU
HPOBEISHHH OTAEIBHBIX
CJEeCTBEHHBIX JeHCTBUHI

XapaKTepHCTHKA
HHCTPYMEHTAJIbHBIX
MOJXyJieH, HeOOXOIUMBIX AJIA
00HapY:KeHHs CIeJ0B
KOMIbITEPHBIX
NpecTYNJIeHHH

4.1

[lousiTue BUPTyaIbHBIX
CIIENIOB ¥ UX OCHOBHEIE
cBoiicTBa. MexaHu3M
cleJ000pazOBaHus IIPH
COBEpLIEHUH [IPECTYIIEHUH B
cepe KOMIBIOTEPHOU
HHPOPMALITH.

CyaebHo-3KcIIepTHOE
ACCcJIe0BaHHE
KOMITLIOTEPHBIX CPEACTB H
CHCTEM

5.1

[lonsiTue u CynHOCTE
CIIeIIMaIbHbIX 3HAHUHN
CBeAYIIHNX JIAL TIPH
paccieloBaHUH
npecTyIuIeHUuH B cepe
BBICOKMX TEXHOJIOTUHM.
DYHKIMA CrielaiucTa B
obnactr HOOPMATMOHHBIX
CPEACTB ¥ TEXHOJIOTUH,
MIPUBJIEYEHHOr'0 K YYaCTHIO B




IpoLeCCyalIbHBIX JeHCTBHUSIX.

IIpexorBpanienue
KOMIIBIOTEPHBIX
npectyiieHui B cepe
BBICOKHX TeXHOJIOTHiH

14

6.1

Kpunrorpaduueckas 3ammura
uHQOpMAITHH.

6.2

DneKTpOHHBIE KITFOYH.
AyTteHTHUGUKAINA C
HCITOJTE30BaHUEM
AJIEKTPOHHBIX KITFOUEH.
DopMHUpPOBAHUE U
HCIIOJIb30BaHUE IEKTPOHHOM
IIOJITTUCH.

6.3

[Nonutuka 6e30macHOCTH I[pH
HCIIONIE30BaHUM UHTCPHET-
CEpPBHCOB.

6.4

MeToasl obecnieueHust
HH(pOPMAITHOHHOH
OezomacHOCTH TIpH padoTe B
cetu MHTEpHET.

6.5

Obecrnieyenue
TH(HOPMAITHOHHOH
OezomacHOCTH IIPU
yAaJIeHHOM MOAKIIOYeHUH K
HWHTEpPHEeT-CepBHUCcaM. 3amuTa
MOOHMITBHBIX YCTPOUCTB.

6.6

MexceTteBoe 3KpaHUpOBaHHE.
HacTtpolika nepcoHaIbsHOro
MEKCeTeBOro 3KpaHa

HUrorosas arrecranus

3aver

Hroro

42

14

14

14




19109ed xeL)

gonunLoged XudMdIIhHIoTeral exHLIHdaLedey

1 6007 ‘(edA1edronien)
BIHUdOLMHONW
0JOMO9hHUNOHONE-0.I01I0NE
WOLOMD XI9HAOLOIIIINOX
«9LOOHOBIIOEAQ KB
KUHOL ORI M10BIIQO | BHEOHEE]]
aHonmendoHp
MUHITAdLOD d 1pomox |a  yuHTAdLoo  uHBARH | eHudeN
yodradex 9T| 0T| ¢€¢ e h G-] USweRd | |
HITHIBLIT] H'LY | kunesudurest  THCK AHD ed
HUITIOIATTogBE :
. "1 9107 ‘(edgorolronodall | OHERIMN()
AJE3)) d
KeHIIreHOMo22(odIn)
91O0HOBIIOERQ
seHHOUITEWdO(QH]]
“OUv» M OLY OHV
Aranradu
0 (BuHIKLAQO IInNWed.aodn
HLIOHII LB OHHRBERMA ;
- 1204 ouHede (3 HLOOHILBHIIILD qaL
o 9LIOHNKILOY o 0| onronom) JUHUSOHOWHEH | JomXuoY |  Jtowredm|
. ‘]aroged | B 4 INT | somond ‘sunor¥odnf | ‘oa1donto | ‘(awdrow) |
snmonorandy | ©2PW 20HEOHQ 19.109ed ‘9HOILD oJonarareaocsedgo |‘BAH ‘B en| /
0
HOMIIBHIOIELAI BERHOh £ SHHESOHIWHEH) | HIHWe@ | mrummony | N
BHLOLD - 5
onHegosedoQ

«HHIOI'OHXAL XITHHOHNENHHAWNOM-OHHOHTEWdoHH
XI9HHIWId 200 WOHHREOEIIrONIH 3 WITWIemdagod ‘WEHHAIrIALddd 1 sngronarognLodip
nnnedHduresy suaamagon ewnwediodun BeHIreHOHI9(od HOHIIILHHINONOY]

AUMHARANDAIO A0dOdI'V V'€




-gouLedII-g010UIrEHIoNd XIGHHAIIRLIMdII XHHITOHE 93OMEL B ‘BLoluddogrnHA
oJoHHog10dRII 201 0IOMOAIONOLOREs) Halaregeronadl XUIAAY oHMHORSIGHUAIl OHXOWEOH awwediodn uunesuiead U]

«9LOOHOBIIOEAQ KB 1470t ‘(edArnedunoe) PHEOJOI!
aHouewdoHL» 9LOOHIBIIOEDQ O
»uHrAdLoo ; ¢ ¢ . ¥
L 1adiradex G‘g ‘g 6 geaHOUITEWdODHY] 1090701 g Iareed
i I HOBLOBHY
qrroregeronadu wigol0Iron  ouHoIdedIeH eaodouy
uamderd ‘£ 180D ‘(xH1d) AEId




Buner
HaumeHnoBanue eOHOI

i AK. IIpenonaBa

Jlenn | /laTa pa3nenos, paboThl 1
= Yy TeNb

MOJIyJICH, TeM bopmbI

KOHTPOJIS
HToro nmo

42

nporpamme:

6. COCTABHUTEJIb ITPOI'PAMMBI

OsxuraHosa Mapuna liBaHOBHa, KaHIMIAT TEXHWYECKHX HAyK, JIOLIEHT,
3aBeAyromas  kKapenpod — «MHbopmarmonnas — GesomacHocTe» — MIHCTHTYyTA
nH(popMaHoHHEIX TexHonoruid Cesl'Y.



